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Your first and last line of defence

We've partnered with Sendmarc, who are cybersecurity email protection and compliance
experts, to add a new solution to our suite. This partnership will serve as an extension to
IronTree ProtectIT, a critical component of the SecurelT suite. The Sendmarc solution
uses intelligent technology as well as effective management reports to entirely prevent
email impersonation attacks.

What we protect. And how.

Sendmarc ensures that you, your colleagues, your customers and your suppliers will receive
only legitimate emails. Sendmarc mitigates a flaw in email design that lets a criminal insert any
sender’s address in a forged email, a tactic now widely exploited by criminals. To combat this,
two million companies have adopted the global security standard for email, DMARC, which was
established a few years ago by a consortium of the world’s largest technology companies to
create a global protocol that will end the impersonation problem.

Whilst many corporate IT cybersecurity measures (such as IronTree ProtectIT) offer effective
defence within the corporate domain, Sendmarc ensures that cyber attacks external to the
company domain are prevented. It includes regular audit reports which demonstrate the
effectiveness to management and users - without visible value, any solution is potentially
ineffective. Domain owners need to know about this and also need to know what action to
take to safeguard their domains from impersonations and abuse.

Why use Sendmarc?

ﬂ International level security standard: Sendmarc offer (through DMARC) trust, visibility,
delivery, identity, compliance, and international approval through their offering of Global
Security Standard for Email.

ﬂ It's a pre-emptive solution: Data analysis through the report will highlight what measures
need to be putin place to avoid cyberattacks that can easily be avoided by taking out
Sendmarc cover.

a It adds to your legal compliance requirements: Sendmarc adds excellent value to the
business’ external audit - it adds credibility to the compliance portion of an audit.

a Anti-spoofing: Sendmarc uses the highest technology standards to stop impersonations in
incoming email into businesses email boxes.

e Compliant: Sendmarc is an Auditing tool for your email sending platforms to make sure they
are configured with the right authentication standards and to make sure they are compliant.
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